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The cryptocurrency industry offers “many of  the 

same services” as shadow banks but still lacks


“consumer protections or financial stability that 

back up the traditional system”
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questions from Lecture 
4

How can a contract be executable? Is a contract not a fixed thing? 
Example?


DApps seems to be worse than Facebook - at least I know where 
Facebook is and who runs it.


DeFi - if  no intermediaries, who resolves conflicts?


If  it is true that BTC uses as much electricity as Greece - who pays 
for it? with what? (crypto?)


Who pays for the mining rigs?


How do I know the executable code has not been corrupted?
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the ten minute btc transaction 
time appears implausible/unusable

• yes, it is; transaction speed is an indicator of  how long it takes to approve a 
transaction on the blockchain; 


• for BTC the approval of  one transaction is 10 minutes; overall for the entire 
network is 7 transactions/second


• who does it better?


• Ripple - transaction approval 3-5 sec = 1,500 transactions/sec;


• EOS (for DeFi) - 2,800 transactions/second


• Ethereum - 10 transactions/second; Ethereum 2.0 - 10,000 transactions/
second


• will this ever compete with Visa, Mastercard?   
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what does bitcoin halving mean and 
how does it relate to the maximum 

quantity?

• after every 210,000 blocks mined (~ 4 years), the 
block reward to miners for processing transactions is 
cut in half 


• the last was May 11, 2020


• this cuts in half  the rate at which new BTC are put 
into circulation


• this continues until all BTC are put into circulation 
(21 million)
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• halving is a synthetic form of  inflation


• imagine if  the amount of  gold mined was cut in 
half  every 4 years


• gold’s value is based on relative scarcity


• gold halving would drive the demand/price up
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(on 9/7/2021 at 1 pm)



on the subject of volatility, 
please say more about scarcity

• scarcity is the gap between the limited supply of  various resources and the 
limitless want of  people


• non-scarce


• the dollar is non-scarce since it can be printed at will


• relatively scarce resources do not have an (apparently) fixed supply, so whenever 
the demand increases, supply will also eventually increase to meet demand


• gold is only scarce relative to the amount of  energy put into mining it


• absolute scarce resources have a finite, fixed supply, so whenever the demand 
increases, there is no additional supply response to meet it


• bitcoin is absolutely scarce since no matter how much energy is put into 
mining it, the issuance rate and maximum supply remains the same
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the idea of purely digital assets 
(beyond money) is not new
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(when I say purely digital - not digitized from another medium - photos, 
music, books, etc.)



what about domain 
names?

• olli.sfsu.edu is just bits in databases


• domain names have collectively been given value via accepted 
protocols


• they have value because they are unique


• large amounts of  money have been made/paid for domain names - 
registration might cost ~US$50


• cars.com - US$872 million


• hippo.com - US$3.3 million (last week)


• NFTBay.com - US$30 thousand (last week)
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http://olli.sfsu.edu
http://cars.com
http://hippo.com
http://NFTBay.com


remember tokens?

• crypto assets that are used on decentralized applications


• usually built on alternative blockchains from altcoins


• Initial Token Offering (ITOs) - similar in concept to ICOs


• tokens can have proven (or unproven) intrinsic utility, e.g., 
granting investors access to a platform through a 
subscription, with token holders unlocking the right to use 
exclusive services with a system, etc.


• tokens are essentially smart contracts that can be bought 
and sold 
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fungibility is a core 
idea of cryptocurrency

• For example, 


• bitcoin is fungible, (i.e., they can be traded or exchanged, one for another)


• one bitcoin is always equal in value to another bitcoin


• 1 satoshi will always be equal to .000000001 bitcoin and equal to another 
satoshi


• if  your wallet has 5 bitcoin, you can spend parts of  it however you wish 
(just like fiat currency): 5, 4+1,3+2,2+2+1, etc.


• non-fungibility suggests uniqueness and non-interchangeable


• e.g., a one carat diamond is not directly interchangeable with another 
one carat diamond since they may have unique features
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now try to wrap your 
head around NFTs
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wtf is an nft? (1/3)

• non-fungible tokens (NFTs) are making big news


• NFTs are smart contract data entries (tokens) on a blockchain that are 
digitally signed and declared a unique asset


• people “mint” NFTs creating a record of  ownership that cannot be 
changed by anyone except the owner


• they are therefore not interchangeable, i.e., non-fungible


• the asset can be any type of  digital file e.g., photographs, videos, audio 
file, software source files, etc.


• remember, these are digital files (bits) and not tangible items e.g., 
baseball cards (which are also non-fungible)
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wtf is an nft? (2/3)

• value of  an NFT = utility + ownership history + 
future value + liquidity premium


• utility - how it can be used


• ownership history - who issued it and previous owners


• future value - scarcity and speculation


• liquidity premium - “on-chain vs. off-chain” - ease of  
selling
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wtf is an nft? (3/3)

• an NFT is a contract and can include whatever 
might be appropriate in a contract


• for example, the issuer of  an NFT could demand a 
royalty when/if  the asset is resold
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NFTs are not DRM

• both deal with digital assets but


• DRM (digital rights management) restricts who can 
access various media


• Amazon uses DRM to sell Kindle books and restrict 
who can read them


• Spotify uses DRM to allow you to download music but 
not share it with non-subscribers


• an NFT is just a public record of  a contract
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“The Honus Wagner baseball card is 
$0.50 of physical goods (cardboard/

ink) and $3M of virtual value (scarcity 
and demand); a rare Nike sneaker is 
$5 of physical goods (plastic/rubber) 
and $500 of virtual value; NFTs are 
going to take this phenomenon to 

Internet scale”
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it all started with 
digital cats
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Dragon - 600 ETH ~= $390,000
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what is a position on a 
blockchain worth?

• a blockchain is a linked list (queue) 
of  entries that indicate


• a record of  when an entry was 
added e.g., cryptocurrency 
mining


• an immutable chronology of  
transactions


• an immutable record of  
ownership


• entries are available for all to see
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What would you pay to

be first in line?


Why?



what is the buyer of an 
nft actually getting? (1/3)

• bragging rights to a cryptographic asset that is 
linked to an object - not the object itself 


• a position on a blockchain connected to that 
object; a sale is completed when a position on a 
blockchain of  the seller is transferred to the buyer’s 
account


• the buyer has the right to sell, trade, donate that 
position as they wish
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remember these?
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what is the buyer of an 
nft actually getting? (2/3)

• an NFT does not mean ownership of  the linked object, for 
example in the case of  the Beeple art


• all the buyer owns is blockchain position


• the art is still available online in non-identifiable copies


• the artist has not granted the buyer any copyright license 
e.g., proceeds from postcards, posters, etc.


• the buyer doesn’t have any property rights e.g., the buyer of  
the WWW NFT cannot claim ownership of  the Web (it’s 
open source anyway)
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what is the buyer of an 
nft actually getting? (3/3)
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Multiple purchasers


Music still available

via usual channels


but NFT owners get

special privileges


All handled in a

smart contract
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thanks to mary
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we have come full 
circle
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Volatility of 

cryptocurrency


vs.

volatility of 


NFTs

This could not

have been

foreseen by


Satoshi



saints, sinners and 
schemers
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mt. gox

• “Magic: The Gathering Online Exchange” 
launched in 2010 for game trading cards; 
became a bitcoin exchange a year later


• 2013-early 2014 handled 70% of  all BTC 
transactions worldwide


• 2014 - announced that ~850,000 BTC 
missing and likely stolen; 200,000 were later 
found


• blame was placed on hacking and 
embezzlement


• CEO arrested in August 2015


• May 2016, creditors claimed they lost US$ 
2.4 trillion
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silk road (1/3)

• online black/darknet market place


• launched in 2011


• known for anonymous transactions using bitcoin


• shut down after Ross Ulbricht (“Dread Pirate 
Roberts” was arrested in San Francisco


• Ulbricht was ultimately sentenced to life in prison 
without possibility of  parole
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silk road (2/3)
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silk road (3/3)

• “honor amongst criminals”


• Ulbricht only allowed “victimless crimes” - no 
child porn, WMDs, stolen credit card numbers, 
etc.


• after investigation, FBI and DHS agents reported  
that Silk Road was surprisingly reliable in both 
delivery and quality…
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for a short time the us government 
was one of the largest owners of 

bitcoin!

• approximately 315,000 bitcoin was seized from Silk 
Road and Ulbricht (> US$16 billion at today’s 
rates!)


• auctioned off  by the US Government


• one of  the investigating Secret Service agents was 
arrested and imprisoned for stealing bitcoin from 
Silk Road
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money laundering

• problem: how do you take large quantities of  dirty money 
and make it usable/spendable?


• you can’t just walk into a bank and deposit it into your 
account - otherwise Breaking Bad and Ozark would have no 
plot line


• criminals have always been able to find a way so 
cryptocurrency is just another method


• anonymity, non-traceability, lack of  regulations and easy 
transfer does make it attractive and straightforward
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money laundering is a 
two-way street (1/2)

• suppose you are Ross Ulbricht or a cartel boss or a 
ransomware perpetrator or a coin exchange 
embezzler…


• how do you convert 1000s of  bitcoin into fiat 
currency?


• you certainly don’t buy a fleet of  Teslas or a lot of  
bling (or do you?) or stand in front of  an ATM for 
hours (or maybe you do?)
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the role of cryptocurrency in 
organized crime money laundering is 

unknown
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Criminal entities received ~US$ 5 billion

in money in 2020 and those illicit entities


distributed ~US5$ billion to other entities,

representing <1% of  overall cryptocurrency


movements (Chainalysis)



cryptocurrency “laundries”/dark 
exchanges have become a cottage 

industry
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Are these just for criminals?



56

cannot be traced

to individuals or


previous transactions
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money laundering is a 
two-way street (2/2)

• by using a coin exchange you could be a part of  cryptocurrency 
laundering


• it is estimated that between 2011 and 2019 the main exchanges 
assisted in the distribution of  60-80% of  bitcoin exchanges from 
known criminal actors (Elliptic)


• some exchanges have enhanced their Anti-Money Laundering 
(AML) and Know Your Customer (KYC) procedures and the 
share has dropped to 45%; other exchanges remain unregulated


• has anyone ever visited a business with money laundering 
connections?
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counterfeiting (1/2)

• counterfeiting fiat currency has been a problem since the 
beginning


• classic counterfeiting


• can be a form of  state-sponsored terrorism, e.g., North 
Korea, Iran


• has anyone ever suggested eliminating fiat currency as 
a way to combat counterfeiting?


• why don’t we hear of  cryptocurrency counterfeiting?
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counterfeiting (2/2)

• counterfeiting cryptocurrency is impossible - there 
is no physical medium


• counterfeiting cryptocurrency requires spending a 
single unit more than one time


• cryptocurrency/blockchain actively addresses the 
double spending problem
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ransomware has become the poster 
child for cryptocurrency crime
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what exactly is 
ransomware?

• ransomware is malicious software (malware) used in a 
cyberattack


• it is usually installed on the victim’s computer system via social 
engineering e.g., phishing, spoofing, infected downloads, etc.


• it encrypts the victim’s data with an encryption key known 
only to the attacker or downloads sensitive data


• unless the victim pays a designated ransom within a certain 
period of  time, the data will be destroyed or sensitive data will 
be made public
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ransomware attacks are 
on the rise

• major U.S. cities have been victims crippling critical services 
e.g., Atlanta, Baltimore


• the San Francisco Bay Area has been hit


• the SFMTA, Asian Art Museum


• UCSF,  Jewish Community Center


• the Santa Clara Valley Transportation Authority


• probably others we don’t know about and ransom 
payments we were not told about
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what does cryptocurrency 
have to do with ransomware?

• cryptocurrency/BTC is one of  the most popular ways for attackers 
to demand ransom


• why?


• all payments can be made digitally and online - remember the 
attackers are usually tech-savvy


• cryptocurrency is (supposedly) anonymous and non-traceable


• attacker can readily verify that payment has been made


• cryptocurrency can be easily converted to fiat currency e.g., $$


• there is certainly no required reason to use cryptocurrency
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remember

• that only the sender (attacker) and receiver (victim) 
public keys are required to make payment


• public keys are public but not traceable to individuals


• details of  the payment/transaction are securely 
recorded on the blockchain to establish “proof  of  
payment”


• all of  the above are anonymous and supported by 
strong and robust encryption techniques
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so, how was this 
possible?

70

Where

was the

security?



satoshi’s core framework 
is robust and secure

• it’s the on-ramps and off-ramps to that framework that are 
vulnerable


• remember it’s not the system’s fault if  you lose your keys 
(and your cryptocurrency); it’s the system’s robustness that 
offers no solution


• vulnerabilities can lie in software wallets, coin exchanges 
(many well-known examples), payment systems, etc.


• these are independent software services and applications 
that can interact with the core framework
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Necessary to have

but


how do you establish trust?



the doj strategy

• start with the attacker’s public key(s) - necessary for payment


• identify transactions with those key(s) in the blockchain 
(including victim’s payment) - publicly accessible 
information


• using the key(s), track how the attacker was moving funds 
around and identify the on-ramps and off-ramps they used 
e.g., coin exchanges, wallets, etc.


• work with software vendors or exploit identified 
vulnerabilities in the tools, sites, etc.
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which leads to the 
debate

• do cryptocurrency users have a false sense of  anonymity and/or 
security?


• is the connection between cryptocurrency and criminal activity 
perceived by many not that strong?


• can the on-ramps and off-ramps be held accountable? are software 
standards required?


• is this the beginning of  government oversight, regulation and 
possible enforcement? (how did you check the virtual currency box 
on your 2020 federal taxes?)


• what would Satoshi and the cypherpunks think?
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Questions? Comments?

bebo.white@gmail.com

What would you

pay for this

NFT art?

mailto:bebo.white@gmail.com

