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another cryptoland 
olli adventure 
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the mysterious dark rectangles 
on the slides and video

• artifacts from Zoom sharing screen (e.g., chat box 
and menus) 

• apparently due to video optimization 

• I will rely on Nick to keep track of  questions in the 
chat box.
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re: paul krugman op-ed

• I certainly don’t want to pretend that I know more 
than Krugman or dismiss his opinions 

• however, cryptocurrency is unprecedented in the 
history of  money/economics/banking/finance and 
no one has experience with it 

• cryptocurrency is such a controversial topic, we must 
consider all points of  view 

• it also gave me an excuse to discuss “the Long Nose!”
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any cal grads out there?
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big week for coinbase
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what does this mean?
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The generation of  
public-private key pairs is 

based upon the factorization 
of  very large numbers. 

Reversing that factorization  
is very difficult (impossible?)  
for conventional computers 
to do. But, it’s the type of  

problem that quantum 
computers are very good at.
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We should finish up 
the heavy “techie” 
background today!



now you understand how to receive 
(get paid) and send (pay) with 

cryptocurrency

• a wallet 

• the role of  your public (and private) keys  

• security (including backing up/not losing your 
wallet and credentials

9



10



11



12



13



hashing reminders

• hash functions (e.g., SHA256, etc.) are publicly and freely 
available and proven robust (NSA and NIST) which is why they 
can be so generally used and trusted 

• do not trust “home grown” hash function 

• the military probably/certainly has hash functions that are secret 

• remember that hashing is not encryption since it is only one-way 
(not reversible) 

• “breaking” a hash function means finding more that one text 
string that yields the same hash value (“a collision”)
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riding on the blockchain
how the blockchain and 

cryptocurrency work together
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“Perhaps one of the lasting disruptive 
legacies of the cryptocurrency 

discussion is blockchain”
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-Jeff  Flowers

“Bitcoin and Blockchain? The 
equivalent of being the first to figure 
out that peanut butter and chocolate 

go well together.”

17



what happens when you push the 
button or enter your key? - 

blockchain enters the picture

• how does it work and what makes it special? 

• its relationship with cryptocurrency 

• how cryptocurrency “mining” works - pros and cons 

• how it has shaped the post-bitcoin environment 

• crypto-economics and FinTech 

• other (non-cryptocurrency) applications - hype or disruption? 

• the future of  blockchain technology
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remember this?
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a Peer-to-Peer (P2P) network



remember-

• the network is an infrastructure/platform (e.g., 
P2P) 

• communication is defined by protocols (e.g., 
Bitcoin) 

• applications/tasks operate on the platform (e.g., 
software applications like payments, etc.)
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the bitcoin p2p network 
(1 of 3)

• defines each of  the nodes can play (by choice) different roles 

• these roles defined by the node’s software and hardware 
capability 

• the simplest node is a client (e.g., a wallet) 

• what most of  us have 

• for example, thin software (e.g., apps) on simple(?) 
computers (e.g., laptops, phones, etc.) 

• allows the sending and receiving of  transactions
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the bitcoin p2p network 
(2 of 3)

• the most complex  (and interesting) node is the mining node 
(or miner) 

• these nodes are capable of  adding transactions to the 
Bitcoin blockchain through the process of  mining 

• nodes sometime collaborate to form mining pools 

• complicated (?) software on sophisticated computing 
systems (e.g., clusters and high speed networks) 

• often require extensive resource support (e.g., power, 
cooling, etc.)
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the bitcoin p2p network 
(3 of 3)

• fully-validating nodes (full nodes) 

• different from miners but they need each other 

• keep a full copy of  the Blockchain (sort of  like a storage 
device) 

• responsible for enforcing network rules (e.g., block size 
limit) 

• feed data to the miners 

• data intensive systems
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(bitnodes.io)

http://bitnodes.io
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why mining?

• in a classic sense, mining refers to expending labor which 
translates into value (commodity) 

• effort mining + scarcity is proportional to perceived value 

• applies to gold, diamonds, even rai 

• mining introduces more of  a commodity into a system 
“out of  thin air” 

• in Bitcoin it could be argued that the mining effort is that 
spent in computation
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why is mining so 
difficult?

• because of  bitcoin’s “public” structure, it needs a 
defense again malicious attacks 

• uses “proof  of  work” (PoW) to make it 
computationally difficult to add to the blockchain 

• has created a cost (equipment + operation) of  
mining and therefore a need to motivate mining
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defined functions of miners  
(1 of 2)

• book-keeping - synchronizes in real time the entire 
BTC blockchain 

• network guardians - safeguards the network/
blockchain against hacks and validate each 
transaction
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defined functions of miners  
(2 of 2)

• settlement and clearing - the BTC network works 
as a settlement and clearing house for all 
transactions without depending upon any 3rd 
party service 

• creation of  new BTC - this new BTC is the miner’s 
reward or payment for resource use; does not come 
out of  anyone’s “pocket;” transaction fees do come 
out of  someone’s “pocket”
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can anyone be a miner?

• technically yes, BUT 

• requires running sophisticated software (not really a 
problem since software is open source, basically free and 
well supported) 

• requires access to extensive computing resources (has 
become that way) 

• questionable ROI (return on investment) are (hardware 
investment and maintenance) + resource (electricity) 
costs < (mining rewards + fees) ?
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Remember that 441Gh/sec specification 
ASIC = “application-specific integrated circuit)
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what else is a poor 
miner wannabe to do?

• mining in “the cloud” (e.g., Amazon Web Services)? 

• ROI isn’t there 

• join a “mining pool” and share the profits? 

• takes computing expertise 

• cryptojacking? 

• installing malware on other people’s computers and creating a 
distributed computing network 

• like SETI@Home but involuntary and illegal 

• used by “bad actors” and “rogue states”
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Use computers at work? - NO!
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Be scammed into 
 renting/leasing 

mining equipment? -  
NO!



in satoshi’s world

“the primary function of  mining is not for 
the reward, but rather keeping the network 
safe and executing transactions smoothly”
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what happens in a 
transaction (1 of 3)
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Bebo Nick

• Bebo and Nick want to do business 
• they both have wallets (clients)  
• public key is available for recipient 
• their wallets create a transaction 
• transaction contains all necessary data (date, amount, etc.)         



what happens in a 
transaction (2 of 3)
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Arthur David

• Arthur, Bruce, Charlie, and David are miners 
• they probably don’t know one another 
• they are running mining software on their computers 
• they want to add the Bebo-Nick transaction to the blockchain 
• Bebo and Nick are anxious for verification 
• what do Arthur, Bruce, Charlie and David do?        

CharlieBruce



what happens in a 
transaction (3 of 3)

• Arthur, Bruce, Charlie and David each combine all the 
transactions that have occurred in the past 10 minutes 
(available from the BTC network full nodes) into a block  
(hence blockchain) 

• blocks are approximately 1Mb in size 

• this block includes the Bebo-Nick transaction plus others 

• how do Arthur, Bruce, Charlie and David reach consensus 
on who gets to add the block to the blockchain thereby 
collecting the reward (new BTC) and transaction fees? 
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consider

• if  cryptography helps accomplish communication 
in the presence of  adversaries over a network 

• what about how to reach agreement in the 
presence of  adversaries over a network? 

• consensus 

• <another tech digression>
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satoshi turned to a classic computer 
science exercise - “the byzantine 

generals problem”

42



43

Generals have surrounded a city and  
are ready to attack. 

How can they reach consensus on an  
attack plan given insecure  

communications and 
possible treachery? 

A bad choice will be 
disastrous.



BGP solution

• General(s) Arthur, Bruce, Charlie and David 

• receive their order from “on high” 

• defined some restrictions and protocol: 

• each general requires 10 minutes to create a message 
- the time to compose it + seal it with the official seal 

• message contains new order plus entire history of  
previous messages
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scenario (1 of 4)

• Gen. Arthur sends message to Gen. Bruce to attack 
and the message reaches Gen. Bruce after 10 
minutes and says “Gen. Arthur orders attack at 4 
AM” 

• Gen. Bruce sends message to Gen. Charlie and 
also takes 10 minutes. So Gen. Charlie receives 
message “Gen. Bruce orders attack at 4 AM|Gen. 
Arthur orders attack at 4 AM”
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scenario (2 of 4)

• Gen. Charlie receives the message, but in fact Gen. 
Charlie is a traitor 

• Gen. Charlie changes message to “Gen. Charlie 
orders attack at 3 AM” 

• but Gen. Charlie has to also change messages of  
Gen. Arthur and Gen. Bruce which takes him 20 
minutes for a total of  30 minutes.
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scenario (3 of 4)
• Gen. David will either receive- 

1. “Gen. Charlie orders attack at 3 AM | Gen. 
Bruce orders attack at 4 AM | Gen. Arthur orders 
attack at 4 AM” in 10 minutes. Since all messages 
are not in synch, Gen. David will realize that Gen. 
Charlie is corrupt and let the other generals know. 

2. “Gen. Charlie orders attack at 3 AM | General 
Bruce orders attack at 3 AM | General Arthur 
orders attack at 3 AM” in 30 minutes. Since 
message was received after 30 minutes, Gen. 
David realizes that Gen. Charlie is corrupt.

47



scenario (4 of 4)

• the only way for Gen. Charlie to succeed in his 
treachery is to prepare all 3 messages in just 10 
minutes which is supposedly impossible 

• Generals Arthur, Bruce and David are able to 
reach consensus in the threat of  Gen. Charlie’s 
attempted treachery 

• Gen. Charlie’s failure to complete the required task 
in 10 minutes is what allows him to be detected
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back to miners instead of generals 
- the basics of mining (1 of 2)

• Arthur, Bruce, Charlie and David need to be able to reach 
consensus (agreement) on who gets to add the block (that 
contains the Bebo-Nick transaction) to the blockchain 

• like the Byzantine generals they must demonstrate “proof  
of  work” (PoW) 

• this PoW is accomplished by solving a problem whose 
difficulty suggests that a solution can be found in 10 minutes 

• the solution cannot be faked, so all miners have to agree on 
its correctness

49



back to miners instead of generals 
- the basics of mining (2 of 2)

• the problem solver gets a reward in BTC and the “right” to 
add the new block to the blockchain 

• the BTC reward is created “out of  thin air” and adds to the 
total in circulation 

• Bebo & Nick’s transaction appears on the blockchain and is 
therefore verified by historical ledger record ( like a credit/
debit) 

• the reward payment is also recorded on the blockchain 

• the losers try again on a new block
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mining specifics (1 of 2) 

1. collect all the transactions that have occurred in the last 10 minutes 
into a “block” of  size 1Mb (megabyte) 

2. create a block header that contains 

a. hash of  transactions 

b. time stamp 

c. hash pointer of  previous block - why?  

d. transaction fee information 

e. other administrative information 

3. work on the “puzzle” (“Proof  of  Work”)
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the mysterious mining 
puzzle (1 of 2)

1. hash the block header 

2. if  value is < prescribed target, go to Step 4. 

3. add random value to block header, hash again 
and go to Step 2. 

4. broadcast solution to other miners (illustrates 
PoW and leads to consensus); solving miner 
“wins”
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mining puzzle 
parameters

• given the nature of  “hashing,” puzzle solution can 
only be found via “brute force” 

• puzzle difficulty is adjusted every 2016 blocks - if  
difficulty goes up, then target goes down and vice-
versa 

• goal is to keep the average block creation time at 
10 minutes, maintain the block size limit, and keep 
the transaction rate at approximately 7 per second
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the mysterious mining 
puzzle (2 of 2)

5. if  consensus then add new block to blockchain 

6. go to Step 1. 

• “losing” miners go to Step 1. 

• Bebo & Nick’s transaction is validated and 
recorded and appears on the blockchain
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think about it this way…

given a string of  characters, what arbitrary string of  characters 
can you add to it such that the hash of  the resulting string  

begins with 0? 

begins with 00? 

begins with 000? 

etc. 

this can only be done by “brute force”/“trial and error” that 
uses up a lot of  computer power
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(ref:Bank for International Settlements)
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mining vocabulary (1 of 2)

• hashrate - number of  hash operations the BTC network 
(e.g. all the miners) is performing per second; measured 
in TH/sec - 1012  (trillion) hashes per second; indicator 
of  all computing resources available and/or dedicated 

• difficulty - a value used to illustrate how hard it is to 
solve the PoW problem; recalculated every 2016 blocks; 
based on hashrate 

• block reward - started at 25 BTC/block; halves every 
210,000 blocks;
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mining vocabulary (2 of 2)

• mining rig - specialized computer systems of  high-
performance CPUs designed to optimize mining 

• mining pool - miners pooling resources to increase 
hashrate share 

• 51% attack - hypothetical attack scenario where a 
group of  miners (or pools) control more than 50% 
of  the hashrate; theoretically they could block 
transaction confirmation 
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60 (blockchain.com)

http://blockchain.com
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terahashes aren’t cheap - there 
are definitely mining issues

• mining requires huge use of  computational 
resources and therefore has an appreciable energy/
environmental impact - is this a “show stopper?” 

• miners are a ‘new center of  power’ - if  five 
(estimated) mining pools control the creation of  
blocks, how is that centralized? 

• is it possible to make PoW and consensus less 
compute-intensive?
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the resource and environmental 
impact is well documented (1/2)
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“It’s an extremely inefficient way of  conducting transactions, and the 
amount of  energy that’s consumed 

in processing those transactions is staggering” - Janet Yellen



the resource and environmental 
impact is well documented (2/2)
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These numbers 
are 

ridiculously 
frightening!



this impact is clearly not 
acceptable or sustainable
• is this impact a sufficient reason to discount bitcoin/

cryptocurrency? - maybe! 

• this impact is coming directly from the computational 
requirements of  the BTC PoW algorithm 

• what are alternative consensus mechanisms to PoW (if  any) 
that result in less environmental impact? 

• an ongoing research area 

• one of  the issues driving the development of  new 
cryptocurrencies (alternatives to BTC)
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Questions? Comments? 
bebo.white@gmail.com

mailto:bebo.white@gmail.com

